SOLUTRANS 2017
MAJOR CHALLENGES

CYBERSECURITY:

AN ESSENTIAL FACTOR IN A
CHANGING TRANSPORT WORLD
At a time when fleet management is becoming digitalised,
vehicles are becoming connected and freight is becoming
smart, modern transport is taking on increasing amounts of
information technology, thereby exposing itself to the risk
of hacking. Blockchains, encryption, machine learning and
good security practices should help the profession to secure
data which has become the cornerstone of their activity.

Information technology is all-pervasive in this third millennium,
and some analysts consider the digitalisation of society to be
the dawn of a new industrial revolution. Without necessarily
going back over its entire history, from the first computers in
companies to home computers and today’s latest connected
devices, the importance that IT has taken on in our everyday lives
is undisputable. Digital media have thus become our companions
both at work and in our personal lives, and we entrust our data,
our thoughts and even our darkest secrets to them. We do this
- or at least the younger generations do - in an intuitive fashion,
almost oblivious to the risks we run. And yet the risks relating to
digitalisation and the use of technology in general - right down
to our toothbrushes - is huge: software disruption, data hacking,
remote manipulation, espionage, etc. We saw recently that it
was quite possible, not to say «easy», to block the production
chains of a manufacturing group of the size of Renault following
a world-scale hack. This is nothing particularly astonishing, since
IT is entrenched in the car building industry as far as controlling
assembly robots, and tomorrow will control our self-driving cars.
In transport, the computerisation of management methods has
contributed considerably to optimising companies’ processes,
but also has resulted in shifting the challenges. Today it is not
so much goods that are being transported as data. And this data
is shared, exchanged, compiled, analysed and enriched without
the failsafe guarantee that it will remain secure and unviolated.
Cybersecurity is more than ever becoming a cause of concern
for the profession which, in addition to its internal competition,
must also protect itself in particular from the practices of the
big Web and e-commerce operators, and also ward off the risks
of cyberattacks on future self-driving vehicles or smart cities.

REMOTE CONTROL
AND RACKETEERING
Cybersecurity is therefore defined as the set of the tools and
practices that can be implemented in firms to secure the IT
fleet, systems to encrypt and lock down companies’ and Cloud
data, secure databases and BlockChains, but also training for
employees who must adopt the right attitudes in accordance
with the new digital resources that they use. While today there
is a wide range of forms of computer hacking (see box), the
transport and logistics industry mainly faces two key risks:
the takeover of the control of systems to stop them working
or to use them for fraudulent purposes, and the theft of data
either for espionage or to hold it to ransom. In practice, the
company’s strategic data, clients, transaction, prices, when
digitalised and incorporated within databases which exchange
information with other databases or programs become
potential targets for a hacker. And the more data circulates
from one network to another, the higher the risk of intrusion,
with risks such as information being sold on to the competition,
systems becoming blocked with the demand of a ransom to
unblock them, or even worse, their remote deletion. The risk
even takes on a physical nature for people, if a self-driving
truck were to be hacked and hijacked for criminal purposes,
for example. And while the American channel CBS hijacked a
Jeep for the purposes of its show, resulting in 1.4 million models
being recalled for a security patch, manufacturers are going allout for connectivity and the incorporation of embedded Wi-Fi
or mobile apps. Today if someone steals the keys to a truck, a
novice will still find it difficult to start the engine.
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Tomorrow, it could suffice to steal or copy the driver’s
smartphone to use a semi-autonomous truck! Authentication,
encryption and fingerprint reading must become more
reliable to prevent the risk of hacking and taking over
connected vehicles. The automotive industry has started
to take the problem seriously. Cybersecurity is now on the
agenda of the Alliance of Automobile Manufacturers which
brings together BMW, FIAT CHRYSLER, FORD, GM,
JAGUAR LAND ROVER, MAZDA, MERCEDES-BENZ,
MITSUBISHI, PORSCHE, TOYOTA, VW AND VOLVO.
This cybersecurity is quite relative and could be deemed to be
a mere façade when one considers the defects relating to the
interconnection of the industry’s information systems from
plants to subcontractor sites and as far as aftersales workshops.
These digitalised and automated production processes at work
in the industry 4.0 help to improve productivity and make
savings of millions of euros. But they are also a wide open door
for hackers who theoretically have the opportunity of taking
over the control of machines.

SECURITY TOOLS
AND BEST PRACTICES
Fortunately, the outlook is not so bleak, and the reliability
of the transport industry’s information systems cannot
be called into question. Securing systems is an issue that
constructors and equipment manufacturers have taken
to heart, and encryption and blockchains are also making
inroads. The installation of embedded micro-software firmware -controlling vehicles’ connected devices takes place
in the plant during the manufacturing process and generally
in a controlled environment. On the other hand, the safety
and confidentiality of data is a cause for greater concern, as
it travels everywhere on wireless networks and interoperates
between programs. How can you guarantee the encryption
reliability or the integrity of data which travels across several
different IT tools and is enriched at each operation? How can
one ensure the «secure» use of mobile terminals connected
to the company’s IT system? There is no miracle solution, and
yet progress is constantly being made. First of all, mentalities
are changing and companies are becoming increasingly aware
of the risk of cybercrime. With ever-lower data storage costs,
databases can become redundant and backed up at all times,
and therefore constantly available.
Firms can also obtain software to centralise the administration
of the computer fleet, including mobile devices, to simplify and
secure the installation of programmes, updates, antiviruses
and firewalls. In addition, they can take advantage of the
advice of their IT consultancies or from the web to give their
employees information or training in «good IT practices» (see
box). Artificial intelligence and machine learning applied to
encryption give rise to dynamic security keys and substantially
reduce vulnerability to hacking. Finally, transportation, like
all other industrial systems, also draws inspiration from the
models of cybersecurity in the banking world and is beginning
to introduce blockchains dedicated to logistics data.

BLOCKCHAINS
AND TRANSPORT CHAINS
Invented in 2008 at the same time as the virtual currency
the bitcoin, the blockchain is a data storage and transmission
technology.
It constitutes an innovative way to organise a database: a
large register, shared by all of the computers in a network,
where it is impossible to modify one piece of data without
the consent of all the computers. The blockchain operates
without a control body. The database is transparent, since
each member can consult all of the exchanges recorded since
its creation. It is secured using a key specific to each user
each time they enter their transaction or item of data, then
by a process called mining, which certifies certain elements
as being the identity of the parties. Finally the register is
copied across all of the servers of the network, each of which
would have to be attacked simultaneously in order to forge a
piece of data, which is a challenge that even the best hackers
would find impossible to achieve. As a distributed register,
the blockchain allows all of the players in a logistics chain to
record each step in a product’s manufacturing process, from
its production to its point of sale.
In France, CARREFOUR announced in February 2017 that
it was using the blockchain to guarantee the transparency
of its livestock and butchery activities. Walmart has been
testing the blockchain in China since 2016 to track pork, and
announced in June 2017 that it had cut the time required
to verify the origin of products from several days to just a
few minutes. According to a report by BlockChain Partner,
digitalising international maritime transportation using the
blockchain could generate savings of up to 20% in total costs
just by reducing the costs of processing and administrating
trade documents. Sensors and NFC or RFID chips could be
used to collect data on the position of a cargo, its state, its
conditions of transport, and automatically record this data on
the blockchain created for the purpose. A single, encrypted
digital fingerprint attached to the documents would then be
registered on a blockchain which would be made available to
all the other process stakeholders.
In the event of a dispute following the transportation,
everyone could read the register and verify that nobody had
altered it in the meantime. The possible benefits are huge in
an area such as pharmaceutical and healthcare logistics, a
sector in which, according to WHO, fake drugs account for
between 10 and 30% of all drugs in circulation in developing
economies.
Elsewhere, blockchains could be used to digitise the
tracking processes for spare parts in industrial sectors such
as aeronautics and automotive. In distribution, deploying
a blockchain accessible to all carriers and dedicated to the
tracking of pallets could help to eradicate recurrent losses and
thefts by identifying each user and each use case.

BLOCKCHAINS: FROM PROJECTS
TO DEPLOYMENT
CISCO and its partners recently launched the «Trust
IoT Alliance» with the aim of capitalising on blockchain
technology to secure IoT (Internet of Things) ecosystems
and ensure the reliability and communication from object
to object on an industrial scale. In its wake, the Chronicled
platform and the consultancy The LINKLAB created a joint
venture, MediLedger, to develop blockchain-based solutions
to combat counterfeit and fulfil the new requirements of
the Drug Supply Chain Security Act which calls for the
implementation of an interoperable system in the drug field
in the USA. In France, the consortium GS1 announced its
intention to work on this subject with IBM and MICROSOFT,
while the start-up STRATUMN raised seven million euros
for the deployment of its development platform as PaaS
(Platform as a Service), christened «proof of process» which
will enable the creation of all types of blockchain-based
application and guarantee the traceability, transparency and
integrity of digital data. STRATUMN signed a partnership
with Bureau VERITAS with the purpose of developing
networks to provide more traceability to the logistics chain.
The technology research institute SystemX dedicated to the
digital engineering of the systems of the future is continuing
its research in the field of autonomous vehicles, and has just
launched the project SCA (Secure Cooperative Autonomous
Systems) to study the cybersecurity of ITS (intelligent
transport systems) with the objectives of guaranteeing the
security of communication between vehicles and between
vehicle and infrastructure, and preventing cyberattacks.
This new project is seen as an extension of the project ISE
(ITS Security) which was completed in June 2017 and which
enabled the development of security infrastructure for
cooperating ITS. This project is made up of several parts:
- Analysing the risks of various innovative use cases
relating to the self-driving vehicle (adjusted speed control,
lane merging, platooning, etc.) to establish the best secure
architecture;
- The development over time of crypto-agility systems
which must be capable of constantly incorporating new
technological developments without having to change the
on-board devices or recall vehicles to the garage;
- The interoperability of communication and the
establishment of standards standards to guarantee that
all vehicles can exchange data among themselves and with
infrastructure, regardless of the communications channel and
the service provider that they use. This industrial research will
call on the work of a Living Lab for road experimentation and
testing, and will help to simulate and assess performances in
the form of a Proof of Concept (PoC).
With the increasing spread of connected objects, IT
peripheral equipment and wireless communication
networks, cybersecurity represents a major challenge in the
digitalisation of the transport industry which, before it sounds
the alarm, must prepare itself for the consequences of its
own technological transformation and, starting today, instil a
security culture across all links in the chain.

MAIN CYBER
THREATS
AIR GAPPING

Air gapping is a security measure consisting of
isolating a computer or network and preventing it from
communicating with the outside world.
EVIL MAID ATTACK

An Evil Maid attack is a security attack which
targets a computer terminal that has been physically
switched off and left unattended. This type of attack
is characterised by the ability of the attacker to gain
physical access to their target on several occasions,
without the knowledge of the owner.
PHISHING

This is an attempt at a scam where the fraudster tries to
illegally obtain data (login details, account information
etc.) by passing themselves off as a trustworthy reliable
person or organisation by e-mail or another means of
communication.
ACTIVE RECONNAISSANCE

In an active reconnaissance attack, the intruder
interacts with the target system to gather information
on its areas of vulnerability.
ATTACK VECTOR

An attack vector is a path or means by which a hacker
can gain access to a computer or network server
in order to deliver a payload or obtain a malicious
outcome. Attack vectors enable hackers to exploit
system vulnerabilities, including the human element.
MAN-IN-THE-MIDDLE (MITM)

A Man in the Middle attack is where the attacker
secretly intercepts and possible relays the
communication between two parties who believe they
are directly communicating with each other.
DISTRIBUTED DENIAL OF SERVICE (DDOS)

In a distributed denial of service attack, a crowd of
compromised systems attacks a single target system.
The flood of incoming messages overloads the system
and shuts it down (a denial of service).

5 RULES TO PROTECT THE FIRM
In response to the upturn in attacks most notably on SMEs
which now account for nearly 80% of all attacks in France, the
French national agency for IT security, ANSSI, in partnership
with the small business federation CGPME, has drawn up a
practical guide featuring five key rules for cybersecurity:
Raise employee awareness. It is recommended to conduct
an awareness campaign to raise the awareness of employees
to the true dangers of cybercrime, emphasising the necessity
of choosing passwords containing at least 12 or 14 characters
with a mix of numbers and letters, regularly backing up data
on external drives or a Cloud platform, and exercising care
with e-mails and payment systems.
Secure all Internet access points. The company should
protect all Internet points of access which are the main
gateways for hackers. An increasing number of firms have
in fact decided to install their own virtual private network
(VPN) comprising a secure single point of exchange with the
internet.

CYBERSECURITY
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«Is the Heavy Goods Vehicle sector properly
equipped to deal with hacking risks? Anxieties and
Challenges»
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LEPROUX (CHUBB); Morgan LECOMPTE-IARD
(APRIL); Thierry ROUQUET (SENTRYO) et Olivier
LAGARD (STONERIDGE).

Streamline software and keep it up to date. It is advisable
to download all the updates and latest versions of software
used. The approach can be simplified by streamlining the IT
fleet with a single operating system and protection software
on all devices.
Exercise particular vigilance with mobile devices. These
are generally less secure than servers and computers and are
a potential gateway for IT attacks. Anti-viruses do exist; it
is also possible to restrict access to sites or apps which are
considered hazardous for the security of the firm.
Adopt an IT security policy. The firm should finally
introduce an IT security policy that sets down each person’s
responsibilities and the planned procedures in the event of an
attack so that teams are not taken unaware and can resume
service as quickly as possible.
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